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KEYNOTE: SOFTWARE ENGINEERING IN 100 YEARS TIME 
WITH DAVE FARLEY

6:00–7:00 KEYNOTE: SOFTWARE ENGINEERING IN 100 YEARS TIME 
WITH DAVE FARLEY

Sonatype Security Research Overview
AX SHARMA 

An overview of Sonatype’s data research processes and what the 
Security Research team does. Additional insight into our vulnerability 
research and responsible disclosure procedures to help safeguard the 
open source community.

   
intermediate

7:00–7:30 Getting Started with Security Vulnerability 
Service Level Objectivies 
EDWIN KWAN (TYRO PAYMENTS)

So you’ve created security policies in lifecycle, but do you set it to fail 
the build or just warn? If you fail the build then security would be seen 
as slowing the development team. If you just warn, then security might 
be something that gets ignored. With Security Vulnerability Service 
Level Objectives (SLOs), you do both. First warn when the vulnerability 
is discovered, then fail the build should the SLO be broken. In this pre-
sentation, I’ll show you an approach to doing this in Nexus lifecycle.

    
advanced

New Formats and Ecosystem Improvements
JOSEPH STEPHENS

Let’s review new formats that have been added to Nexus Repository 
Manager, including what Sonatype has been doing to improve the 
experience for developers, and a special demo of Nexus Intelligence 
via Npm Audit.

 
intermediate

7:30–8:00 Nexus and the DevOps Pipeline: 
Partners in “Stopping” Crime
NACHU SUBRAMANIAN (OCBC BANK)

Securing the DevOps Pipeline is of paramount importance. It gives 
significant benefits to every company if they attain their Security Goals 
– be it DevSecOps on Cloud or On-Premises; Even if they use low-
code platform or RPA platform or any other new tech stack; Either they 
want to achieve Continuous Compliance or implement Continuous 
ATO (Authorization To Operate). This Session will focus on how Nexus 
Repository and Nexus IQ tools can help your organization in achieving 
these goals.

    
Intermediate
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Release Integrity: Combatting 
Counterfeit Components At Scale
XIAORONG XIANG AND AJ BROWN 

Over the last couple of years, there have been a number of instances of 
adversaries publishing malicious components to open source reposito-
ries — Some of these attacks occurring in projects you know and trust 
today. With this new wave of software supply chain attacks traditional 
security research methods are not sufficient in detecting and responding 
to threats before damage can be done. In this session, we discuss the 
technologies we’ve been developing at Sonatype to detect and prevent 
these types of attacks at the speed and scale necessary to keep you safe.

    
advanced

8:00–8:30 Automating the Application 
Onboarding to Nexus Lifecycle
FLAVIO TISCHHAUSER (BALOISE INSURANCE)

An overview of how Baloise Insurance approaches the adoption of 
Nexus Lifecycle using fully automated onboarding and scanning of 
applications.

    
intermediate

IQ Server Policy Management (What's 
New in Reference Policy V4)
DAN TOWNSEND

We’ll discuss the latest version of the reference policies then update/
modify individual policies based on specific use cases that align with 
organization risk management

intermediate

8:30–9:00 NIST’s Secure Software Development Framework
KAREN SCARFONE (NIST)

This session will provide an overview of the NIST SSDF, a new frame-
work for secure software development practices. It will explain how 
the practices were selected, outline the structure of the framework, 
and review examples of practices and discuss how the practices are 
intended to be used.

    
introductory 
and overview

Managing Dependencies as a Developer
ARTIE JURGENSON

A demo of the capabilities of Sonatype’s Platform for Software 
Composition Analysis from a developer’s perspective across multiple 
ecosystems.

    
advanced

9:00–9:30 DevSecOps in a Dangerous World
DENNIS HURST (SALTWORKS)

As nimble organizations deliver new innovations; bad actors are upping 
their games. Leveraging their ability to exploit — and even plant — se-
curity vulnerabilities in the software supply chain, they have expanded 
scale through automation and breach success through precision target-
ing. To avoid becoming a statistic, your firm must fight back by doing 
the same — automating security directly into the DevOps pipeline.We’ll 
discuss how security principles have been automated into a CI/CD  
pipeline and the standards for implementation that resulted.

BREAK/OPEN SPACES 9:30–9:45 BREAK/OPEN SPACES
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KEYNOTE: INTERVIEW WITH THE CEO
WITH WAYNE JACKSON

9:45–10:30 KEYNOTE: INTERVIEW WITH THE CEO 
WITH WAYNE JACKSON

KEYNOTE: NEXUS PLATFORM: NOW AND THE FUTURE 
WITH BRIAN FOX

10:30–11:00 KEYNOTE: NEXUS PLATFORM: NOW AND THE FUTURE 
WITH BRIAN FOX

Introduction to Dependency Scanning 
Using Nexus IQ and OSS Index
BRITTANY BELLE

Scanning for vulnerabilities in OSS dependencies is an important part of 
software development security. Are you aware of how many depen-
dencies your software project has or how many are subject to known 
vulnerabilities? If you don’t know the answers to these questions, then 
it’s likely you’re releasing vulnerable software. Luckily, there is an easy 
way to reduce your risk profile, and it takes less than 5 minutes to set 
up. This talk will introduce you to dependency scanning tools, and what 
to do with the information that they provide. No matter what language 
your application is in, chances are there is a vulnerability scanner written 
in your preferred programming language. These tools can also be used 
with the free vulnerability database, OSS Index, so they can be evalu-
ated with minimal investment. Getting started with a scan tool native to 
your build environment is fast and easy.

    
introductory 
and overview

11:00–11:30 End-to-End Post Quantum Crypto Process in a  
Connected/Disconnected Nexus Environment
AUSTIN BRADLEY (QRYPT)

The critical timeline for deploying a complete end-to-end data encryp-
tion solution is quickly approaching—data protected by widely used 
asymmetric (e.g., RSA) and symmetric (e.g., AES) algorithms now will 
be vulnerable; in other words, your encrypted financial, HIPAA medical, 
classified government, and other sensitive data today will be easily 
decrypted and read by computing devices in the future. While we live 
in a world enabled by shared use of free/open source software (FOSS), 
it goes without saying that the sensitive nature of some of our software 
products requires us to go to great lengths to protect our users from 
security vulnerabilities and ensure we follow the license requirements 
of all FOSS packages. Nexus has been a critical tool in making that 
protection possible. In this talk, I’ll tell you how Nexus is a key security 
element in our security product.

    
intermediate

How To: Ecosystem Application Analysis
JIM WILCOX

Join Sonatype Product Manager Jim Wilcox for a deep-dive review 
session into the 11 new ecosystems recently added to Nexus Lifecycle 
and best practices for turning that data into actionable insights. Jim 
will also review our container strategy and our third party APIs.

    
introductory 
and overview

11:30–12:00 How to Achieve DevSecOps Maturity Using Nexus IQ
BALA KANNAN (EQUINIX) 

Reducing vulnerabilities during the CI cycles is the most proactive way 
of reducing the risks induced by open source libraries used for the 
development of any software. Nexus Lifecycle plays an integral part in 
identifying vulnerabilities proactively during CI cycles. In this session, 
we can see how to integrate, identify, proactively remediate OSS vul-
nerabilities, without disrupting developers’ productivity.

    
advanced
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Dynamic Developers: Become the 
Strongest Link in Your Supply Chain
JAMIE WHITEHOUSE

This session will focus on “a day in the life of a developer”. It’s your 
crash course on Nexus Lifecycle and how to best optimize its develop-
ment-focused capabilities.

    

introductory 
and overview

12:00–12:30 What to Do With Those Security Scans...
Facing Challenges Shifting Left
ERIC ZIRKELBACH (CAL FTB)

At the Franchise Tax Board, State of California, the Nexus platform 
evolved to become the agencies enterprise java application repository 
and then Nexus IQ server joined, bringing the challenge of changing 
the culture and getting everyone involved in secure applications.

    
intermediate

BREAK/OPEN SPACES 9:30–9:45 BREAK/OPEN SPACES

My.sonatype.com General Overview
JERRY GERGEL AND MELANIE LATIN

What can my.sonatype.com do for you? Join us to learn how you can 
manage your organization’s licenses, support contacts, and access 
to the Sonatype Community. We’ll walk you through Sonatype Labs, 
available only to registered organizations. We’ll also explore the new 
features of Sonatype Learn, the learning platform, including how you 
can assign courses to your group of learners, and track their progress.

    
13:00–13:30 OSS Governance in a Complex Supply Chain

RUSS ELING (OSS ENGINEERING CONSULTANTS )

We will cover typical elements of a successful compliance and gover-
nance program and will also touch on best-practice approaches and 
lessons learned. The overlap of OSS and security will be discussed, 
as it relates to governance, as well as compliance considerations 
for organizations when distributing products or services that include 
software.

    
introductory 
and overview

The Different Panes of Glass in Software Supply Chain
JUSTIN YOUNG

While the software industry is moving towards technology platforms, 
there is no lack of disparate tools tailor made for a particular profes-
sion: source control managers, issue trackers, integrated develop-
ment environments, vulnerability managers, system monitoring tools, 
continuous integration and continuous delivery servers. Each of these 
have their own following of loyal users who prefer their tool over any 
other. In this talk I’ll go over my journey of building integrations for the 
Nexus platform, lessons learned along the way, and how I realized the 
importance of building windows with the right view.

    
introductory 
and overview

13:30–14:00 Integrating Nexus into the Build Pipeline: 
IntelliJ, Bamboo, Eclipse and Nexus
ISAAC GODINEZ VILLANUEVA (VANDERBILT 
UNIVERSITY MEDICAL CENTER)

Overview of success using Nexus IQ Server as part of continuous inte-
gration process at VUMC using Bamboo and IntelliJ IDEA

    
introductory 
and overview
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    14:00–4:30 Nexus at the New York Public 
Library, Open Source Edition
MARK RAYNSFORD (NEW YORK PUBLIC LIBRARY)

  
Introductory 
and overview

Comprehensive Guide to Lifecycle Scanning, Part 2
CHRIS TOLO AND BRIANNE STROZEWSKI

This will be a follow-up discussion of the guide to scanning with Nexus 
Lifecycle. This past year, Sonatype has released support scanning for 
over 15+ new language formats and many additional integrations. This 
includes support manifest scanning and bringing in standardized soft-
ware BOMs from outside of the Lifecycle ecosystem. We are expand-
ing this guide with an overview of the exciting new opportunities that 
now are available to Lifecycle users.

    
intermediate

14:30–15:00 Keeping Up with Legal Compliance: A Sneak 
Peek at the Advanced Legal Pack
DARIUSH GRIFFIN

Confused by the myriad of terms, conditions, and obligations found in 
your Open Source Software dependencies? This session covers Nexus 
Lifecycle best practices and techniques to mitigate and manage legal 
risk. We’ll also cover planned features to improve and simplify legal 
compliance.

    
all user levels

Rapid Remediation: Improving Velocity 
Without Compromising Quality
CALEB SEXTON

Come and learn about some of the advanced features and capabilities be-
ing brought into Nexus Lifecycle to help teams and organizations remedi-
ate faster without sacrificing quality. In this session we will introduce new 
capabilities around enhanced remediation strategies, breaking changes, 
and other features that help improve your team’s ability to remediate.

    
introductory 
and overview

15:00–15:30 Storage Management Best Practices
KAM LAU AND MICHAEL PRESCOTT

Are you getting the most out of the advanced storage management 
features in Nexus Repository Pro 3? This session will walk you through 
some of the best practices and features that we’ve added in the past 
few years.

  
introductory 
and overview

KEYNOTE: SOFTWARE SUPPLY CHAIN REPORT
WITH DEREK WEEKS

15:30–16:15 KEYNOTE: SOFTWARE SUPPLY CHAIN REPORT
WITH DEREK WEEKS

NETWORKING HAPPY HOUR 
WITH MYKEL ALVIS, CHRIS ROBERTS, AMELIE KORAN

16:15–17:15 NETWORKING HAPPY HOUR 
WITH MYKEL ALVIS, CHRIS ROBERTS, AMELIE KORAN


