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USE CASE 
It’s mainly used to scan for security 
issues in any components that we 
use. There are two parts to it, the 
license part and the security part. 
We use it generally for the security, 
but we also do have scans for the 
license stuff too. 

We run continuous scan every night 
and scan our build materials - all the 
components that we know we are 
using, based on the previous scans. 
We re-scan them to see if any of 
them have any new vulnerabilities 
that have been detected. That is 
really beneficial because in our 
company we’re always building new 
applications, and some of them 
are more actively developed than 
others.

RESULTS 
One of the ways that it has helped us is that it has given us visibility into 
security issues. It has made us a bit more proactive in dealing with things. 
Before, we depended on how much news there was about a particular issue in 
a component, just learn about it. And when we learned about it, we didn’t know 
which applications we had that were affected by it. Lifecycle helps really well 
with that. 

We put it into our pipeline. Whenever a developer builds, he can choose to do 
a scan - we don’t enforce it. But what we do enforce is that when a developer 
makes a change in the repository, which means pushing it into production, 
as part of the build pipeline we scan it to make sure they are not introducing 
anything new in there. That has been a really good feature to make sure we’ve 
got that base level of hygiene.

What we found was that we had a lot of vulnerabilities in applications that 
weren’t being actively developed, things that needed to be fixed. If it weren’t 
for Lifecycle, they would have just fallen off our radar.

It has brought open-source intelligence and policy enforcement across our 
SDLC. We have two kinds of build pipelines. They are centrally managed by a 
team which handles all the build infrastructure. We integrated it so they have to 
do those scans. The policy enforcement will break a build, so you can’t move 
forward without addressing it. The solution blocks undesirable open-source 
components from entering our development lifecycle, based on the policies that 
we set. It will break the build straight away. There’s no way you can ship code 
that introduces new vulnerabilities. We just don’t allow it at all.

VALUABLE FEATURES 
There are two things that allow us to do what we want to and that’s why we 
chose Nexus Lifecycle. First, it scans and gives you a low false-positive count. 
When we were looking for a product to solve this need, we looked at different 
products, Nexus Lifecycle being one of them. The reason we picked Lifecycle 
over the other products is, while the other products were flagging stuff too, they 
were flagging things that were incorrect. Nexus has low false-positive results, 
which give us a high confidence factor, which is something we like about it.

The other thing that we thought that was really good about it was that it gives 
an overview. We find something that has a vulnerability and say, “Hey, what 
can I upgrade to?” What’s really nice about that is it shows us a graph of all 
the versions for that particular component, and it marks out the ones that 
have a vulnerability and the ones that don’t have a vulnerability. It also shows 
the popularity, so we can look at it and say, “Alright, from where we are, what 
is the next version that we can move to that is not vulnerable and that is quite 
popular?” If it’s popular, we tend to prefer it because then more people are 
looking into it, and it gets a bit more scrutiny.

ROI 
The area where we’ve seen ROI is security hygiene. We’re using a lot fewer 
vulnerable libraries. What we have seen is that when there is news about 
something that is vulnerable, and that there is a tool that someone has created 
that allows you to exploit it, we normally already know about it and we’ve 
addressed it. There’s peace of mind knowing that we’re on top of it.
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